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... attaining one hundred victories in one hundred battles is not the pinnacle of excellence. Subjugating
the enemyts army without yghting is the true pinnacle of excellence. ~ Sun Tzu, The Art of War

There are but two powers in the world, the sword and the mind. In the long
run the sword is always beaten by the mind. ~ Napoleon Bonaparte

ABSTRACT

This chapter examines briepy the history of warfare, and addresses the likelihood that in the future wars may well
be fought, and won or lost not so much by traditional armies and/or throw weights; but rather based upon digital
offenses and defenses that are not constrained by geographic limitations or necessarily having overwhelming na-
tional resources. This changing landscape may well alter how nations or groups heretofore not a major threat to
world powers, soon may pose an even larger threat than that posed by conventional weapons, including weapons
of mass destruction (WMD), or at least approach parity with the destructive power of such weapons.

MACRO HISTORY OF WARFARE Inexaminingwarfare fromvarious viewpoints, we

see a progression from conpicts of a limited nature
The topic of warfare may be examined from different (scale, location, destructive power, etc.) to one where
vantage points. technology has mitigated to a large degree the linear
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Figure 1. Historical analyses of warfare (Source: The University of Dallas Center for Information Assurance,

2005)

Warfare Deyned
By era or period
By duration
By scale or level of destruction
By theater, geographic region, or weather

By form (land, sea, air, space, Internet, some of or all yve)
By weapons, technology, or intelligence

By type (tribal, civil, extraterritorial, guerilla, declared, undeclared, hot, cold, etc.)

By leader personalities

By government forms or structures
By strategies and tactics

By drivers or reasons for, etc.

By national resources or national ages or stages

constraints of time, distance, and potential destruction.
That is, where small groups, tribes or armies fought
wars with weapons of arelatively limited capability in
the past (pre-1945); today, we have powerful nations
with signiycant resources that have strategic missile
systems capable of delivering tremendous destruc-
tive power (nuclear, biological, chemical) virtually
anywhere in the world at the push of a button in a
matter of minutes.

The one constant in conpicts throughout the mil-
lennium has been that the victors almost universally
were the adversary with the superior intelligence and
command, communication, and control infrastruc-
tures (C3I). And while large nation-states have such
strategic WMDs in their arsenals today, there is a
new threat which all need to be cognizant of, that of
the digital weapon where parties with signiycantly
fewer resources than a super power may pose threats
of an equally destructive nature. As James Adams has
pointed out, “The United States may be the uncon-
tested military superpower, but it remains defenseless
against a new mode of attack: information warfare”
(Adams, 2001).

No less than Nicholas Negroponte has pointed
out that the nature of our assets is changing from the
physical to the virtual (Negroponte, 1995). A sign
of this fact is the growth in the amount of digital or
digital information being stored today. Estimates of

this growing volume of stored information ranges
from one to two exabytes of new data a year, or ap-
proximately 250 megabytes of data for every man,
woman, and child on earth (Sims, 2002).

Moreover, most systems, operations, and in-
frastructure today are run via digitally controlled
systems ranging in degree of capability and security.
Additionally, with technological advances in digital
communications, most have come to recognize that
telecommunications is a subset of information tech-
nology, and not vice versa.

Therefore, today our current state is such that our
information base, control systems, and communica-
tionsmodesare all movingtoadigital state thatiseven
more interconnected. This movement creates adigital
Achilles’ heel where, the most digitally advanced party
may also be the most vulnerable, or if adequately
protected, possibly the most dangerous.

That is, “the anatomy of the Internet allows com-
puter viruses [or other attacks] to spread much more
effectively than was previously thought” (Pastor-Sator-
ras, 2001). Moreover, the Internet lacks what Pastor-
Satorras identiyes as the fiepidemic threshold,0 which
in human terms naturally limits the spread of diseases
across large segments of the population. And, “the very
feature of the Internet that makes it so robust against
random connection failures might leave it vulnerable
to intelligent attack” (Barabasi, 2000).
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An attempt to deal with this pervasive security,
and to address the need for more IP addresses, as well
as, mobility issues, is the development of IPv6 (Inter-
net Protocol version 6). This new IPv6 architecture
uses a 128-bit IP address (vs. a 32-bit IPv4 address
capability) not only to provide signiycantly more IP
addresses (3.4*10738), butalso to address communica-
tion security from the ground up. This means that in
the IPv6 architecture, security is being designed from
the ground up, vs. being treated as an after thought.
However, issues still remain during the transition
from IPv4 to IPv6 architectures; such as transition-
ing tools that can be exploited by creating a way for
IPv4 applications to connectto IPv6 servers, and IPv6
applications to connect to IPv4 services (Ironwalker,
2004). Moreover, since many yrewalls permit UDP
trafyc, IPv6 over UDP may transgress certain yrewalls
withoutan administrator’s knowledge. Atpresent, the
IETF is addressing such issues.

THE NEW DIGITAL THREAT

Today the world’s population is larger and more
integrated than ever before. Today we have world
organizationsandreligious groups, international trad-
ing partners, international bodies such as the United
Nations and its many agencies, the World Court,
treaty organizations, multinational corporations,
and so forth, that all traverse traditional nation-state
boundariesinone form oranother. Thisgeographically
diverse but integrated world has, to a large degree,
evolved via technology advancements in land, air,
and sea transportation, technology breakthroughs,

and communications technology enhancements and
deployments.

This increasing world integration, especially
digital integration, becomes apparent when examin-
ing the world population and the number of Internet
users there are now and will be in the near future as
seen in Table 1.

The counts and estimates of future Internet users
may well be on the low side however. With the intro-
duction of the $100 laptop by Nicholas Negroponte of
MIT’s Media Lab through his One Laptop per Child
(OLPC) organization in 2005, coupled with wireless
Internetaccess, the numbersof Internetusers may well
surpass the estimates presented thereby exacerbating
the digital threat even further (Kahn, 2005).

Robert Metcalfe, the “father of the Ethernet,” has
postulated that the value of the network increases
at a square of the number of nodes connected to the
network (Green, 2003). And just as value increases
with the number of interconnected users, sodo threats,
vulnerabilities, risks, and attacks.

This interconnected landscape presents the con-
dition where one or a few can reach, and potentially
cripple, many.

Moreover, justasaccessand “digital connectivity”
have increased, the time to react to digital threats,
risks, vulnerabilities, and attacks has decreased.
That is, there is an inverse relationship relative to the
number and capability of threats and attacks, and the
time to react to such attacks.

In 1990, itonly took the Nimda virus 22 minutes to
become the number one virus ever (ICSA/TruSecure,
2002). In January 2003, the Slammer worm became
the fastest spreading worm ever, infecting 75,000

Table 1. Number of people (Source: ITU [www.itu.org], 2001; U.S. Census Bureau [www.census.gov], 2005)

Year

2005 2015 (E)
World population estimates: 5.3 billion 6.4 billion 7.2 billion
Internet user estimates: 2.6 million 1.0 billion 2.0 billion
Users as a percent of world population: 15.6% 27.8%
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Figure 2. CERT incidents report (Source: www.cert.org, 2003)

in less than an hour while causing an estimated $3.5

what has been coined the Zero Day response time as
billion in damages (CipherTrust, 2004).

thisvirus reached virtually every core Internet router
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tion (Pearson Education, 2005). However, in 2004 the
Sasser viruswas launched and the world was faced with

computers in approximately 10 minutes, doubling in
numbers every 8.5 seconds in its yrst minute of infec-



Bits and Bytes vs. Bullets and Bombs

Figure 4. Incidents and response times: An inverse
relationship
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And just as the number and severity of attacks has
increased, so has the negative ynancial consequences.
But the costs of creating this ynancial damage are
relatively small; principally being limited to the costs
of developing and/or launching a digital attack; as
the network to deliver an attack—the Internet and
potentially compromised serverswherever—isalready
in place and available to all with the desire and skill
necessary to execute such an action.

Asalarming as the numbers in Table 2 are, in June
2001 Charles Neal, an FBI cyber-crime leader stated,

Table 2. Financial impact of virus attacks (Source:
Computer Economics, 2006)

Worldwide Impact in Billions of U.S. Dollars

YEAR IMPACT
2005 14.2
2004 17.5
2003 13.0
2002 11.1
2001 13.2
2000 171
1999 13.0
1998 6.1
1997 33
1996 1.8
1995 5

“Only 2% of the companies that discovered their
sites had been compromised reported the incidents
to investigators” (Smetannikov, 2001). Moreover,
Neal continued, iWe have identiyed thousands of
compromised sites, and we identiyed so many so
quickly we couldn’t tell all the victims they were
victims ...” (Smetannikov, 2001). Hence, it is likely
a fair assumption that the reported number of inci-
dents and the losses associated with those incidents
is low. Additionally, it is also probably a safe bet that
a number of government, criminal, terrorist, or other
bodies have been testing their attack techniques to see
just how fast they could invade nodes on the Internet;
for example, the Slammer Worm in 2003, a basically
harmless attack.

THE NATURE OF THE NEW
THREAT: SOME EXAMPLES

In 1997 the Department of Defense under an exercise
titled fiEligible Receiver,0 found signiycant digital
weaknesses in the U.S. critical infrastructure (Glo-
balSecurity, 2005). But perhaps even more striking
was ynding no fewer than 30,000+ Web sites which
provided either attack tools or techniques to penetrate
others’ systems. Such a proliferation of attack tools
and techniques shifts leverage to potential attackers,
even those relatively resource constrained and unso-
phisticated attackers.

As noted ina U.S. News and World Report article
in 1992, and subsequently refuted to be an April Fools
Day hoax, it was reported that the U.S. National Secu-
rity Agency had embedded software in a chip placed
ina French printer connected to the Iragi Air Defense
System, such that the Iraqi Air Defense System could
be controlled remotely by the U.S. Government (Arkin,
1999). Whether this story has veracity or not, it high-
lights the likelihood that many governments employ
technology exploitation practices of either an active or
passive nature. And with much of the world’selectronic
devices being made in Asia today, the opportunity for
a large manufacturer, or manufacturers, working in



conjunction with its host government in the realm of
technology exploitation, is a real likelihood.

In September 1999, the U.S. Central Intelligence
Agency issued a warning to U.S. businesses that sent
their software offshore to be remediated relative to
Y2K software issues (Messmer, 1999). The Agency
listed the countries where the software remediators
were working hand in hand with the host governments
to not only yx the Y2K software issues, but to also
place a trap door in the code so those governments
could later enter the systems on which this software
was reloaded.

And justrecently, anemployee working for Sandia
National Laboratories, Shawn Carpenter, was reported
to have tracked down a crack Chinese hacker team
code named the “Titan Rain,” that had penetrated
and copied copious amounts of data from some of
Americals most classiyed sites (Thornburgh, 2005).
Carpenter reported that this team was so efycient
that they stayed on a site only 10 to 30 minutes, and
usually leftanalmost undetectable “beacon” (rootkit),
so they could reenter the respective system at will.
Carpenter reported these hackers left no audit trail
of their activities, and represented one of the most
sophisticated attacks he had ever seen.

This Titan Rain episode begs the question; if
these attackers were so competent, were these attacks
perhaps a country or party attacking the U.S. systems
via servers commandeered remotely while located in
China (known as a false pag attack)?

A FUTURE WAR SCENARIO

A future war and its outcome is likely to be based
on strategic and tactical digital thrusts and defenses
across geographical boundaries where assets are
taken electronically, are remotely controlled, or
destroyed by compromising their digital brains or
storage medium.

Communications technologies will become the
means for massive digital attacks that compromise
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all matter of an adversary’s command, control, com-
munications, operations, and stored information.

Comprehensive attacks will be carried out by
relatively few skilled professionals in a time sensitive
manner across an interconnected Internet and other
networks.

New technologies such as speciycally pulsed RF
energy will be employed to destroy digitally stored
information at signiycant distances while requiring
relatively little power, and which can bepositioned
long before being activated (Nugent, 2005).

CONCLUSION

As the world becomes even more digital and inter-
connected, and as the number and capability of users
increases, it is likely that adversaries will develop the
skills and abilities to implement both offensive and
defensive digital strategies, and develop capabilities
that support such strategies.

In this regard, it appears future wars may well re-
sultinone adversary capturing viarapid downloading
anotheradversary’snational digital assets, including its
digital economy, and then destroying that adversary’s
copy, while digitally controlling the adversary’s means
of command, control, and communications. That is,
an adversary will likely be able to make the other
digitally dumb, blind, deaf, and mute.

Moreover, the leading super powers of today may
well be challenged by second or third tier resource
constrained nations or technology capable groups,
such that a virtual shift in power takes place. Such a
threat may also lead to yrst strike strategies, thereby
increasing the threat level for all.

It is also likely that nation-states will have a more
difycult time in identifying adversaries launching
an attack, especially if such adversaries are groups
smaller than nation-states, and they use false pag
digital disguises to hide their true identities. This
occurrence would also complicate reactive, offensive,
and defensive measures.



Bits and Bytes vs. Bullets and Bombs

Such likely threats or actions require the develop-
ment and deployment of a new Internet architecture
more resilienttowrongful use for destructive purposes,
more powerfulencryption, signiycantly more powerful
intrusion prevention systems, more securely developed
operating and applications software, better and more
timely patch capabilities, and intelligentdigital agents
residing on the networks of the world that can sense
and mitigate digital threats.
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TERMS AND DEFINITIONS

Achillesd heel: Achilles’ heel refers to a fatal
weakness that leads or may lead to a downfall.



Beacon: See rootkit.

Bits: A bit refers to a digit in the binary numeral
system (base 2). For example, the number 1001011 is
7-bits long.

Bytes: A contiguous sequence of a yxed number
of bits. On modern computers, an 8-bit byte or octet
is by far the most common.

C3l: Command, control, communications, and
intelligence.

Cyberspace: The global network of interconnected
computers and communications systems.

Cyber war: A synonym for information war-
fare.

Digital: Adigital system is one that uses numbers,
especially binary numbers, forinput, processing, trans-
mission, storage, or display, rather than a continuous
spectrum of values (an analog system) or non-numeric
symbols such as letters or icons.

Eligible receiver: A network penetration test
run by the U.S. Department of Defense in 1997 that
highlighted signiycant defensive computer security
weaknesses. This testalso identiyed over 30,000 Web
sites that provided attack tools or techniques.

Exabyte: An exabyte is a billion gigabytes, or ten
to the eighteenth power.

False pag: False pag operations are covert opera-
tionsconducted by governments, corporations, or other
organizations, which are designed to appear as if they
are being carried out by other entities.

Hacker: A person who either breaks into systems
for which they have no authorization, or who exceeds
their authority levels in accessing information, in an
attempt to browse, copy, alter, delete, or destroy such
information.

IETF: The Internet Engineering Task Force is
a large open international community of network
designers, operators, vendors, and researchers con-
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cerned with the evolution of the Internet architecture
and the smooth operation of the Internet. It is open to
any interested individual (www.ietf.org).

Informationwarfare: The offensive and defensive
use of information and communication systemstogain
adversarial advantage by denying use of information
or the systems on which such information is created,
resides, or is transmitted, by copying, altering, or
destroying information or the means to communicate
by electronic means.

IPv4 and IPv6: IPv4 is the Internet Protocol (ver-
sion 4) primarily in use in 2006. It is a 32-bit address
architecture that permits up to 4 billion IP addresses.
A new Internet Protocol, IPv6 (version 6), permits
trillions of addresses (3.4*10738), and has security
designed into its architecture from the initial design.
Moreover, IPv6 has designed in the capability to
efyciently and effectively pass mobile communica-
tions. A transition architecture pathway has also been
developed such that IPv4 networks may communicate
with IPv6 compliant networks.

Nimba: See virus.
NSA: The U.S. National Security Agency.
Phreaker: A synonym for a hacker.

Rootkit: “Rootkits are one of the many tools
available to hackers to disguise the fact thata machine
has been “rooted.” A rootkit is not used to crack into
a system, but rather to ensure that a cracked system
remains available to the intruder. Rootkits are com-
prised of a suite of utilities that are installed on the
victim machine. The utilities start by modifying the
most basic commonly used programsso that suspicious
activity is cloaked. Rootkits are extremely difycult to
discover since the commands and programs appear
to work as before” (Bosworth & Kabay, 2002) Some
common utilities included in a rootkit are: Trojan
horses, backdoors, beacons, trapdoors, log wipers,
and packet sniffers.

Sasser: See virus.
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Slammer: See virus.

Technology exploitation: The clandestine mask-
ing of a hidden function in a component, hardware,
software, or system that also provides a declared
overt function.

Titan Rain: The name given to penetrations of
highly classiyed U.S. governmental and institutional
databases emanating from servers in China in 2005.

Trapdoor: See rootkit.

Virus: A virus is a self-replicating program that
spreads by inserting copies of itself into other execut-
able code or documents. A computer virus behaves in

a way similar to a biological virus, which spreads by
inserting itself into living cells. Well known viruses
have been named: Nimba, Slammer, and Sasser.

WMD: Weapons of mass destruction generally
include nuclear, biological, chemical, and, increas-
ingly, radiological weapons. The term yrst arose in
1937 inreference to the mass destruction of Guernica,
Spain, by aerial bombardment. Following the bombing
of Hiroshima and Nagasaki, and progressing through
the Cold War the term came to refer to more non-con-
ventional weapons.

Zero Day: A term that has come to mean zero
response time to a posed attack.



